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Preface

P.1. Purpose

a. This NASA Procedural Requirements (NPR) establishes Agency-wide security

program implementation requirements set forth in NASA Security Policy Directive
(NPD) 1600.2, as amended.

- This NPR prescribes NASA Security Program procedural requirements to assist
NASA Centers and component facilities in executing the NASA security program
to protect people, property, and information. It establishes security program
standards and specifications necessary to achieve Agency-wide security program
consistency and uniformity, while allowing for reasonable flexibility in
implementing risk management principles, where appropriate. It also provides for
the assignment of management security responsibilities.

P.2. Applicability

This NPR is applicable to NASA Headquarters and all NASA Centers including
Component Facilities, the Jet Propulsion Laboratory (JPL) and other NASA Contractors,
grant recipients, and other partners to the extent specified in their contracts or
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agreements.

P.3. Authority

42 U.S.C. 2455, 2456, 2456a, and 2473(c) - - Sections 304 and 203(c), respectively, of
the National Aeronautics and Space Act of 1958.

P.4. References

.5 U.S.C. 552, (b)(1)-(9), Exemptions, Freedom of Information Act (FOIA).

.5 U.S.C. 7312, Employment and clearance, individuals removed for reasons of
atlonal security.
.5 U.S.C. 7511, Definitions; Application.
.5 U.S.C. 7512, Actions covered.
.5 U.S.C. 7532, Suspension and Removal.
. 18 U.S.C. 799 Violation of Regulations of National Aeronautics and Space
ministration.

J 0o

0 U.S.C. 1441, et seq., Computer Security Act of 1987, as amended.
2 U.S.C. 13041, Child Care Worker Employee Background Checks.

U.S.C. 435, Access to Classified Information - Procedures.

10450, Security Requirements for Government Employees, as amended.
12356, National Security Information, as amended.
12829, National Industrial Security Program, as amended.
12958, Classified National Security Information, as amended.
EO 12968, Access to Classified Information, as amended.

.5 CFR Part 731, Suitability

. 5 CFR Part 732, National Security Positions

. 14 CFR, Parts 1203, 1204, and 1214.
. 22 CFR Parts 120-130, International Traffic in Arms Regulations (ITAR).

. 32 CFR 2001, Classified National Security Information.
. Security Policy Board (SPB) Issuance 1-97, Investigative Standards, 3/24/97.
u. SPB Issuance 2-97, Adjudicative Guidelines, 3/24/97.
v. SPB Issuance 3-97, Investigative Standards for Temporary Eligibility for Access.
w. National Security Directive (NSD) 63, Single Scope Reliability Investigation.
x. OMB Circular A-130, Security of Federal Automated Information Resources,
(Appendix III).
y. Director, Central Intelligence, Directive (DCID 6/9), Physical Security Standards for
Sensitive Compartmented Information Facilities (SCIFS), November 18, 2002.
z. National Security Decision Directive (NSDD) 84, Safeguarding National Security
Information (Nondisclosure Agreement), 3/11/83.
aa. NSDD-145, National Policy on Telecommunications and Automated Information
Systems Security, 9/17/84.
bb. FIPS 201, Federal Information Processing Standards, "Personnel Identity
Verification (PI1V) of Federal Employees and Contractors."
cc. NSDD 189, National Policy on the Transfer of Scientific, Technical and Engineering
Information, 9/21/85
dd. NSDD-298, National Operational Security Program, 1/22/88.
ee. DoD-56, MOU, Defense Investigative Service and NASA, Kennedy Space Center,
5/07/87, as regards the Industrial Security Program.
ff. DoD-86, MOU, Defense Investigative Service and NASA, 12/17/90, as regards
access to Defense Clearance and Investigative Index (DCII) and Larsen System.
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gg. DOT/ Federal Arrest Authority, AC 108-3, Screening of Persons Carrying U.S.
Classified Material.

hh. Presidential Decision Directive (PDD) 39, Counterterrorism Policy.

ii. PDD 62, Combating Terrorism.

jj- Homeland Security Presidential Directive (HSPD) 7, Critical Infrastructure
Identification, Prioritization, and Protection.

kk. PDD 67, Enduring Constitutional Government and Continuity of Government.

ll. HSPD 12, Policy for a Common Identification Standard for Federal Employees and
Contractors

mm. Department of Justice (DOJ) Report, Vulnerability Assessment of Federal Facilities,
June 1995.

nn. General Accounting Office Report (GAO-03-8), Security Responsibilities for
Federally Owned and Leased Facilities, October 2002.

00. NPD 1371.5, Coordination and Authorization of Access by Foreign Nationals and
Foreign Representatives to NASA.

pp. NPD 1440.6, NASA Records Management.

aq. NPD 1660.1, NASA Counterintelligence (ClI) Policy.

rr. NPD 1600.2, NASA Security Policy.

ss. NPD 2190.1, NASA Export Control Program.

tt. NPD 2810.1C, NASA Information Security Policy.

uu. NPR 1371.2, Procedural Requirements for Processing Requests for Access to
NASA Installations or Facilities by Foreign Nationals or U.S. Citizens Who are Reps of
Foreign Entities.

vv. NPR 1441.1, NASA Records Retention Schedules.

ww. NPR 1600.6, Communications Security Procedural Requirements.

xX. NPR 2190.1, NASA Export Control Program.

yy. NPR 2810.1, Security of Information Technology.

zz. NPD 9800.1, NASA Office of Inspector General Programs.

P.5. Cancellation

NPR 1620.1A, Security Procedural Requirements--w/Change 2
NPD 1620.2, NASA Badging System

REVALIDATED APRIL 1, 2009, ORIGINAL SIGNED BY
IS/

David A. Saleeba

Assistant Administrator for Security

and Program Protection
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